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Abstract-In the past recent years, WSN has progressively grown as an emerging technology. Various research efforts 

have been made in the literature to address the problem associated with WSN security. Based on the review analysis, it 

is found that the existing methods are mostly associated with complex security operations that are not suitable for 

resource constraint sensor nodes. The proposed paper has presented cost-effective modeling of the security framework 

that addresses the problem of security and energy in WSN. The proposed security framework implements two different 

protocols to attain maximum security services and optimizes the security operation of the proposed security models to 

achieve higher energy efficiency and privacy preservation against a majority of the lethal attacks. The first security 

model introduces a novel cost-efficient pair-wise key-based authentication mechanism to identify the availability of 

optimal routes under the presence of adversary in the network. The second security model introduces an integrated part 

of the first security model that optimizes security operation to perform secure communication using a lightweight 

encryption mechanism. Based on the experimental outcome and analysis, the proposed system attains a 60% 

performance improvement in terms of security and computational efficiency compared to the existing Sec-LEACH. The 

second security model has achieved a 50% improvement in terms of overall aspects like reduction in transmission delay, 

packet delivery ratio, remaining energy, and communication performance. 
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I.  INTRODUCTION 

Wireless Sensor Networks (WSNs) have evolved due to their potential of supporting functions of data transmission within 

a cost-effectiveness manner where human intervention is quite difficult. WSNs widely deployed for enabling data 

collection services using small sensor nodes with self-configuring features that operate in areas of interest [1]. Although 

various commercial and industrial applications are mainly meant for event monitoring in multiple fields such as border 

security surveillance, residential area surveillance, patient activity monitoring, and home automation, etc. [2-3]. However 

WSNs mainly suffers by different aspects of operational constraints that have an adverse impact on the performance of 

the entire network [4]. One of the highly focused problems of WSN is security issues, which is a very hot topic in the 

research domain. If the security issues and the attackers are identified as early as possible, the adverse effects of threats 

and attacks can be reduced efficiently. Therefore, the Intrusion Detection System (IDS) emerged as the main security tool 

for identifying malicious activities in WSN [5]. The main feature of any IDS is to monitor the network traffic and nodes 

activity and identify malicious patterns and behavior. The adversary usually occurs where single nodes or multiple nodes 

can be compromised by the adversary where the attacker intends to disrupt the essential function and steal the confidential 

data from the network. However, in some cases the adversary intends just to steal some important information. The 

adversary in this type of attack does not disrupt the network operation therefore; identifying this kind of attack becomes 

quite challenging for many attack detection systems because the adversary initially, does not allow the captured nodes to 

show their intent. There have been lots of research studies done to address security issues in the WSNs [6-8]. However, 

many of the existing solutions are not much suitable for the resource constraint sensor-based wireless network.  Existing 

security solutions are more likely to be robust against particular nature of the attacks and which fails when any unknown 

form of attack is introduced to the network. Another issue with the existing security solution is that they are mostly 

associated with performance issues due to the incorporation of the complex form of cryptographic operations. More 

specifically, it should be understood that the implementation of heavy encryption operations will gradually affect the 

overall communication performance, higher energy utilization, and computing requirements [9-10]. Therefore, an 

efficient security mechanism should be designed that considers all prominent constraints and parameters for ensuring 

maximum security requirements and maintains a balance between energy consumption and network performance. 

In the proposed research paper, the study introduces a lightweight security mechanism that considers energy consumption 

and uncertain traffic condition as prominent constraint factors, thereby identifying the availability of secure and reliable 

routes for the data transmission in an efficient manner even though there is a presence of adversary in the network. The 

rest of the section is organized as follows: In section II, related work is discussed, section III presents a description of the 
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proposed system methodology, section IV implementation strategy and algorithm for the proposed security model and 

section V discusses performance analysis, and finally in section VI overall contribution is concluded. 

 

II. RELATED WORK 

This section presents a review of the existing research work carried out in the domain of WSNs security. There have been 

lots of research studies towards addressing security issues presented in the literature. One of the significant research 

works carried out by the Mahidhar, and Raut [11] have carried an investigative analysis towards identifying issues 

associated with existing packet scheduling methods. The authors have then used multilayer priority with the Bit rate 

division to overcome issues like transmission delay factor and network performance. Apart from this, the authors have 

used an encryption mechanism to protect the data transmission process. Another work in a similar direction is carried out 

by the Monika and Upadhyaya [12], where the authors have discussed enabling a secure communication environment in 

WSN based on DNA-cryptography. Kabaskin and Kundler [13] have presented an approach based on the Markov model 

to determine the reliability of WSN nodes. Lu et al. [14] has explored the effectiveness of various existing approaches for 

secure packet transmission and presented a digital signature security algorithm for secure communication in two steps. 

Ghosal et al. [15] have attempted to develop a robust and efficient security technique against a various adversary in WSN. 

The author utilizes an improved encryption mechanism to achieve maximum security requirements, such as 

confidentiality, authentication, availability, and integrity. Yu and Zhang et al. [16] have introduced a layered-oriented 

network model to achieve higher energy efficiency for monitoring for the smart grid application. Zhu et al. [17] explored 

the issues associated with the network performance and presented a cost-effective design considering uplink and 

downlink transmission links. 

Teng et al. [18] have used cross-layer optimization to reduce the transmission delay and to improvise network efficiency. 

For data aggregation, the sensor nodes' energy consumption characteristics are obtained, and a cross-layer optimization 

method is used to make stable energy consumption in case of nodes nearer to sink node and other nodes. The study 

outcomes exhibit it achieves a reduction in data transmission delay. Chidean et al. [19] have introduced a combined 

approach of clustering and network processing technique boosting the performance of WSN. The study outcome reveals 

that a combined approach of processing technique and clustering technique can optimize energy utilization and reduce 

data transmission delay. Hu et al. [20] have developed a secure communication channel between the user and the sensor 

using encryption and digital signature algorithm. Biswas et al. [21] introduced an energy-efficient routing strategy using a 

cryptographic approach to achieve efficient energy utilization with maximum security services. Li et al. [22] used a 

certificate-less cryptographic approach to provide guaranteed security services in WSN. The study outcomes show that 

their approach has achieved confidentiality, authenticity, non-repudiation, and integrity, and it also reduces computational 

complexity. Manjunath B E and P V Rao [23] have carried extensive analysis on existing research work to explore recent 

trend and progress in the wireless network. Liu, Zhi-xin, et al.[24] presented an efficient routing approach for real-time 

applications in WSN, considering various constraints like node energy and dynamicity of the network. The simulation 

outcome shows that the presented approach attains reliability, with less delay factor. Mondal et al. [25] use a 

cryptographic approach to ensure data security while maintaining the authentication and integrity. Vaseghi et al. [26] used 

the chaos synchronization technique and applied a sliding mode controller to obtain the true synchronization value 

between the chaotic oscillators from both the base station and the sensor nodes. Another work carried out by Manjunath B 

E and P V Rao [27-28] where the authors have used hash-based authentication and lightweight encryption mechanism to 

perform Balancing Trade-off between Data Security and Energy thereby enabling secure communication in WSN to resist 

maximum security threats.Yu, Hong, et al.[29] proposed a scheme based on asymmetric encryption to perform the 

authentication process as well as symmetric keys and encryption for key management operations. Here, the authentication 

and access control functions are redistributed to the gateway between WSN and the Internet, thereby reducing the data 

processing burden and reducing energy consumption. The results show that the method achieves good results in extending 

the network's life, where the transmission process is reliable, with low computation cost and robust security mechanism. 

 

III. RESEARCH PROBLEM 

This research work attempts to address issues associated with existing research in domain of WSN security by analyzing 

the different forms of security vulnerabilities existing in existing systems. The followings are the research problem 

identified based on the review analysis. 

• The security solutions currently used in WSN are only defensive against certain forms of attack scenarios, which makes 

it impossible to use when the attack scenario changes due to the use of other types of adversarial strategy. 

• For time-based tracking, existing security methods cannot provide the best solution, which can lead to incorrect 

implementation in the WSN network environment. 

• The encryption protocol adopted in most of the existing research work consumes a lot of resources during computation. 

• Also, balancing of strong security requirements and energy efficiency under uncertain traffic pattern is also missing in 

the existing research works. Therefore, ensuring robust and efficient energy utilization in resource constraint sensor-based 

network is still a problem to be studied and resolved. 
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Therefore, the problem statement for the proposed study can be expressed as "Developing a lightweight robust security 

framework that can ensure comprehensive level of security as well as higher energy efficiency without compromising 

network performance is quite a challenging task”. 

 

IV. PROPOSED SYSTEM 

The current research study proposes a computational model for introducing the novel design of energy-efficient 

mechanism and security paradigm in the wireless sensor network. The prime focus of the proposed security model is 

considered in the direction of ensuring a secure association between the WSN nodes, and the selection of a reliable route 

for enabling secure data transmission till the network service duration. The study adopts an analytical research 

methodology to implement the introduced security system. The development of the proposed security modeling is carried 

out in such a way that it does not associate to a greater extent of use of complex security operations, it is highly functional 

that enhances network service duration, and even in the presence of adversary in the network, it provides a secure 

sensitive data transmission. In addition, the design of the proposed security model is most suitable for homogeneous and 

heterogeneous sensor networks, which will be robust to any attacker and will never allow any operational and effective 

lethal activities on homogeneous and heterogeneous networks. The modeling and design of the proposed security model 

are carried out in two implementation steps, as shown in figure 1. 

In the first security model implementation step-(security module-1), the development of a security module is considered 

based on a probabilistic method to formulate an efficient and robust strategy that can resist security threats, thereby 

providing a comprehensive security environment for packet transmission and node communication. This part of the 

design and implementation aims to introduce a novel functional scheme for identifying the availability of the best route in 

the presence of an adversary without affecting network performance and not relying on a large number of node resources. 

The security module-1 also introduces an adversary modeling as a case of node capturing attack considering the incident 

of higher energy depletion by the compromised nodes. In this regard, the compromised nodes with less energy will be 

supposed to perform different behavior than compromised nodes with higher energy. The security module-1 also 

performs a secure authentication process using the installations of pair wise key between WSN nodes to check whether 

both the sensor node and routing path are spiteful or authentic based on positive and negative probability value. 

Therefore, in this way, the security module of the proposed system can efficiently identify attacker nodes. 
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Figure 1 Schematic Architecture of Proposed System 

 

The second security module-(Security Module-2) is a continuation of Security Module-1 and aims to provide a 

complementary layer of protection by optimizing various security operations in the network. The study assumes that the 

adversary may have full knowledge of the node’s private data, allowing it illegitimate access to that confidential 

information. In this modeling, a decision strategy is established between nodes where it is also assumed that an attacker 

must also spend some amount of node resources to launch the attack. Therefore, an attacker can only launch an attack 

under favorable conditions, which means that if the attacker does not want compromised nodes to be identified as an 

adversary, then it must assist in the forwarding of packets in the network. The proposed model introduced a lightweight 

encryption mechanism and optimized security algorithm, which considers frame rate and time slots in uncertain traffic 

environments to ensure optimal utilization of the node resources, as well as ensures an effective balance between 

maximum security requirements and network performance. 
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V. IMPLEMENTATION STRATEGY 

This section presents the description about implementation strategies adopted for the Modelling of security system. 

A. Security Module-1: Computational  Modelling Approach for Identifying Best Secure Route 

This phase of the proposed system aims to develop a novel strategic model to identify the availability of the optimal 

secure path in the presence of attackers. The detailed design and operational flow of this security model are shown in 

Figure 2. The system design stage includes several operational stages. Among them, in the initial stage, an adversary 

modeling is performed considering the situation of node capture attacks and the formation of heterogeneous networks, 

where the data transmission and communication processes follow the multipath propagation approach. 
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Figure 2 Security model for identifying secure and energy efficient route 

 

The proposed system considers two different kinds of sensor nodes i.e., node type-1 and node type-2, to perform network 

formation in simulation boundary. The placement of both types of nodes carried out in mixed mode deployment modes, 

where node type-1 is considered as regular sensor nodes that sense the event in the surroundings and have less resource 

value. The node than node type-2 is the cluster head node having large resource value, which aggregates data from their 

member nodes-(node type-1). The mix-mode deployment strategy considered in the proposed system for network 

formation is depicted in figure 3. In addition, mixed-mode node deployments can ensure an optimal balance between 

energy consumption and security requirements by using secure and robust authentication mechanisms using Hash-based 

Message Authentication Codes (HMAC) during the execution of clustering operation and data aggregation. The study 

also introduces novelty in the clustering process. Unlike existing systems, this study introduces different strategies in the 

clustering operations i.e., in an asymmetrical manner in view of real-time implementation scenarios. In the proposed 

authentication mechanism, the system checks whether there is duplication on the WSN nodes and routing path. In this 

regard, the formulation of strategic models is carried out using probabilistic methods, where the system also verifies 

whether nodes and paths are malicious with positive and negative probabilities. Therefore, a distributed selection strategy 

is designed that can efficiently identify hostile nodes. This process is initiated by the CH nodes itself in the network by 

randomly choosing their adjacent nodes that are basically according to the transmission range of the sensor node. This 

operation is assisted by all CH nodes who shared their beacon messages to invite adjacent nodes to form a cluster using 

pair-wise keys. However, more than one response message is identified for particular member nodes, and then it will be 

considered a vulnerable node and will be immediately prohibited from participating in the communication process. 
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Figure 3 Mix-mode nodes deployment strategy 

 

The modeling of pair-wise key generation uses different key parameters, such as the nodes key public key and encryption 

based secret key. The public keys are computed based on the product of the public key and Tuple elements. An empirical 

formulation is carried out to achieve multiple hash functions towards the computation of the pair-wise key. In this 

process, all WSN nodes must perform verification of their private keys. In addition to this, the CH node also performs 

cluster key generation process using the pair-wise mechanism for type - nodes that are considered to be members of a 

particular cluster. This process verifies the authenticity of participating in regular nodes. In this process, the member 

nodes have the freedom to leave, join a new cluster, or rejoin the same cluster that previously has left. However, when 

any node joins the new cluster, it must perform all necessary verification operations, which was executed during the 

initial cluster configuration setup. To maintain security, the CH node will periodically update its cluster key and update it 

to the base station. Here, the base station is responsible for maintaining the records of all true nodes and compromised 

nodes that are not supposed to be a part of further communication and other network operations. In this way, the proposed 

system detects suspicious nodes and secure routes with lower energy consumption. 

 

Algorithm-1: Identification of secure route with higher energy-efficiency 

The algorithm takes input as number of nodes and dimension of simulation area A. Then the algorithm executes pair-wise 

key generation process and clustering operation executed based on a fact where the node resides within a minimum 

distance.  Finally, the algorithm performs the secure data aggregation process prior to the initialization performance 

metrics to assess efficiency of the proposed security module. 
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Initially, the algorithm takes no of Type-1 sensor nodes and type-2 sensor nodes for the deployment of network in 

simulation area A that exhibits mix mode network formation with different node capabilities to perform communication 

and data transmission operation in an efficient manner (Line1-2). The algorithm considers system and initial security 

parameters provided by bases station to perform pair-wise key. Further, it calls key parameter MPKEY, PUBKEY and a 

cryptography hash function Crypto (hash) to generate public key and encrypted secret key. A pair-wise key generation is 

carried out based on concatenation process over all the key attributes and then a communication link is established 

among the nodes that result in full functioning network parameters (Line: 3-10). The algorithm also executes a 

clustering operation for performing energy efficient and secure data aggregation based on mechanism of pairing KEY 

followed by computation of partial private and public key towards generation of cluster key. The proposed security 

model performs hash-based authentication scheme to validate each and every data packet during the data aggregation 

process and data transmission to base station (Line-10-12). 

The descriptions of the symbols used in algorithm-1 are shown below. 

Sl. No Symbol Description 

1 A Deployment Area 

2 Ntype1 No of Sensor Node of Type-1 

3 Ntype2 No of Sensor Node of Type-2 

4 x, y Localization of Sensor Nodes 

5 DA Data Aggregation 

6 MPKEY Master Private key 

7 PUBKEY Public Key 

8 Crypto(hash) Cryptographic HASH 

function 

9 N Network parameter 

10 Adv.msg Advertisement Message 

11 dist Distance 

12 PARP-KEY Partial Private key 

13 PARPUB-

KEY 

Partial Public key 

14. D DATA 

15 MPKEY1 Secret key derived from 

original key 

16 HMAC Cryptographic Hash 

 

B. Security Module-2 Analytical Model for Optimizing Security Operations 

This security module offers an optimal form of strategy towards ensuring maximum security requirements in the network 

without affecting energy efficiency. It also provides a design of a lightweight encryption mechanism to resist dynamic 

malicious attacks operates in large-scale deployments. In this work, special consideration is given to the traffic dynamics 

and node resource to establish a secure communication route in WSN and balance the trade-off between energy demand 

and network performance. The system considers some initial parameters like time-slot and frame rate. The system also 

considers node energy, traffic, and buffer time three constraints for the modeling of the security system. In this, the frame 

rate considered for control message and the initialization of data required for communication. The time-slot attributes are 

considered to analyze different activities currently being performed within the network. The time slot function can also 

help recognize various activities in the network in the security view. The routing update process is also controlled and 

adjusted by the time slot frame, which maintains the maximum-security demands at every moment. 

Algorithm-2: Optimizing Security Operations and maintains tradeoff between security needs and energy 

efficiency 

The proposed algorithm performs different operation steps for optimizing security in WSN considering network traffic 

dynamicity and node energy as prominent constraints. The significant steps of the security module-2 are illustrated as 

follows: 
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The proposed algorithm first executes the process of initiating communication among the nodes where the system 

considers number of nodes n, buffer time (bt), base station (b), sensing range (sr), Rmat (structure matrix)and spatial 

distance (Sd). For all sensor nodes in the network the algorithm checks a condition whether the spatial distance among 

nodes are with the sensing range. based on distance computation the algorithm constructs a connection matrix where 

information about each node and their neighbor are maintained to establish link between each node followed by another 

2D matrix α is which holds information related to recent communication nodes a and node b (line 1-4). The next step of 

the algorithm is towards formation of secure group. The algorithm initializes a variable that holds parameter values of 

secure group after which it obtains secure links to form a secure association between nodes and base station.  This step 

is carried out using a matrix which maintains the record of the initial link formation and extracts optimal secure group 

based on certain conditions. It further executes a condition to check interest of each group towards participating in data 

transmission process. It addresses the problems associated with a node when it is not found to be optimal for 

aggregation process; thereby such misbehaving nodes are assigned with an id belonging to particular group. A function 

f2(x) is applied for performing indexing in terms of a constant c and another function g(n) (line 5-10). After computing 

all optimal secure groups the algorithm then initiates the process of encrypting node message. In this process, 

initialization of another variable Smsg (message size) is carried out to store the message in the matrix format. Further, 

the algorithm computes the transpose of message (msgT).In the next process the algorithm verifies the authenticity of 

message by checking the parity, where if the key size is found 64-bits, then the algorithm checks for its bit parities else 

it will additionally add extra bits of the parity check. Here, the significant fact is that the algorithm excludes 8-bit extra 

parity bits during the process of encryption and decryption which indicates that if a node compromises with this 

encrypted key of the considered bit size (e.g. 64-bit) then the adversary will always have to check for these additional 8-

bit parity to generate the original data. The effort that it originally produces will be other 64-bit key units and 

mismatches with the original secure key that originated (Line 11-14). The next step of the algorithm is to execute secure 

communication process. For this process, the algorithm initializes a variables AP (active period), Sfrm (size of frame), 

bt(Secure buffer time), and β (percentage of message criticalness).In the next step the algorithm computes a connection 

matrix CAT, which is meant for connection arrival time for extracting exact Brate (buffer rate). After which a 

computation is carried out for generating node identity with respect to size of the CAT (connection arrival time) which 

refers to message weight age or priority level of the message. In addition, the proposed algorithm also implements a 

light-weight encryption to protect all data packets shared between nodes in a secure manner. The algorithm also 

computes the transmittance energy of each sensor node ETX to determine most optimal secure path for data transmission 

to final destination. Here it checks the two different conditions of distance and energy demand before performing 

communication. 
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The descriptions of the symbols used in algorithm-2 are shown below. 

Sl. No Symbol Description 

1 n Number of sensors 

2 b Base station 

3 bt Secure buffer time 

4 sd Spatial distance 

5 sr Sensing range 

6 Rmat Structure matrix 

7 α 2-D matrix 

8 sg Secure group 

9 nsg Eligible secure groups 

10 g(n) function 

11 Skey Secret key 

12 Sfrm Size of frame 

 

VI. RESULT ANALYSIS 

The proposed study has presented a cost-effective integrated framework of security for enabling secure environment for 

communication and data transmission considering dynamic attacking scenario also energy and uncertain traffic 

condition as prominent constraints. The study has used design of light-weight encryption mechanism and cryptography 

hash function based secure authentication. The design and implementation of the introduced system is carried out on 

numerical computing tool. This section presents quantified outcome analysis of the proposed system. The independent 

variables for the proposed systems outcome analysis is mentioned in table1. 

 

Table 1Independent Variables and its values for Algorithm-1 

Independent 

Variables 

Values 

No. of Type-1 nodes 100 

No. of Type-2 nodes 16 

Tbackoff(0-20) 5 

Thold(0-1000) 500 

 

The outcome of algorithm-1 for the identification of secure route with higher energy-efficiency is assessed in terms of 

processing time required for cluster key- update and energy consumption in the process of pair-wise key generation. 

 

Table 2 Quantified Outcome Analysis for processing time required for cluster key update 

Iteration 

Processing Time Required for Cluster Key 

Update 

V-

1m/sec 

V-

2m/sec 

V-

4m/sec 

V-

8m/sec 

V-

16m/sec 

0 1.09 1.86 2.96 4.8 8.68 

20 1.2 1.81 3 4.75 8.5 

40 1.98 1.87 3.06 4.5 4.16 

60 1.19 1.70 2.8 3.39 3.19 

80 1.1 1.64 2.5 2.5 2.49 

100 1.09 1.61 2 2.1 2 

120 1.06 1.59 2 1.8 1.59 

140 1.08 1.51 1.7 1.7 1.54 

160 1.03 1.48 1.71 1.7 1.71 

180 1.02 1.29 1.29 1.29 1.3 

200 1 1.29 1.3 1.3 1.31 
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Figure 4 Iteration v/s Processing Time (Sec) 

 

Table 2 shows the quantified value of the outcome for processing time performance of the proposed system for the 

cluster key update with different sensor node mobility speed. The closer analysis from figure 4 shows that even the 

mobility of nodes increases, the proposed system does not take much processing time over an increasing iteration, which 

indicates that better energy utilization by the system. The updating of the cluster-key process executes the member 

nodes of any cluster leaves or joins any cluster. However, neither any nodes leave or join the cluster then the CH itself 

executes periodic updates. 

 

Table 3Quantified Outcome of Energy Consumption during Pair wise Key Establishment 

Iteration 

Energy Consumption (Joule) Required for Pair 

Wise Key Establishment 

V-

1m/sec 

V-

2m/sec 

V-

4m/sec 

V-

8m/sec 

V-

16m/sec 

0 8 13.2 17 24 35 

100 7.9 13.0 15 18 17 

200 6 13 15 14 13 

300 7 14 12.7 14 10.8 

400 6 11 12.7 13 8.7 

500 8 10.9 12.8 14 8.8 

600 8 10.9 12 12 8.8 

 

In table 2 and 3 V-1m/sec, V-2m/sec, V-4m/sec, V-8m/sec and V-16m/sec illustrates velocity of mobile sensor nodes. 
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Figure 5 Iteration v/s Energy Consumption (J) 

 

Table 3 exhibits the quantified values for assessing the performance of the proposed algorithm-1 in terms of energy 

consumption during the pair-wise key generation operation. A closer analysis from figure 5 shows that the introduced 

system security module-1 does not consume much energy for the pair-wise key generation and can process secure data 

transmission faster. The algorithm introduced can also achieve the optimal balance between security and energy 

consumption. The proposed algorithm does not involve any form of complex computations and does not include 

repetitive key-generation processes. Therefore, due to the lightweight security operation, the system only needs to store 

the key of the hash function in the sensor memory; therefore, the algorithm-1 responses faster. In order to justify this 

algorithmic response time, the study also carried a comparative assessment of algorithm processing time, considering 

comparison with the existing method Sec-LEACH. 
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Table 4Quantified outcome for algorithm processing time assessment 

Iteration 
Algorithm Processing Time (sec) 

Proposed System Existing System 

10 0.9 1 

50 2 2 

100 0.8 3 

150 0.8 2 

200 1.9 4 

250 1 7.8 

300 2 9.2 

350 5 10 

400 10 14 

 

 
Figure 6 Analysis of Algorithm Processing Time (Sec) 

Table 4 exhibits the quantified outcome for the assessment of the processing time performance of the proposed system. 

A closer analysis from figure 6 shows that proposed algorithm-1 attains good performance compared to existing Sec-

LEACH. The system takes an average time of 2.71 seconds to execute security operations for identifying a secure and 

energy-efficient route, and the existing system takes 9.22 seconds to perform their operation. 

Table 5Quantified outcome End-to-End Delay Analysis 

Buffer 

Time 

End-to-End Delay 

Proposed 

System 
SEEM 

Flexi-

Cast 

1 26 28 37 

2 13 14 16 

3 7 10 12 

4 6 7 8 

5 5 6 7 

6 4.5 5.8 6 

7 4.2 5.2 5.9 

8 4 5 5.2 

9 3.5 4.9 5 

10 3 4 4.9 

 

The Table 5 shows quantified outcome of the proposed algorithm-2in terms of End-to-End delay. 
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Figure 7Comparative Analysis of End-To-End Delay 

 

A closer analysis from figure 7 can be analyzed that the proposed algorithm-2 (ProP) shows reduced delay with respect 

to Secure Buffer Time compared to the existing system. The existing method SEEM [30] associated with heavier and 

complex computations in the route maintenance process, which results in degradation of the communication 

performance. On the other hand, the existing method Flexi-Cast [31] uses the Bloom Filters by authenticating 

fingerprints with two-layer of validation procedures. Therefore, Flexi-Cast reaches to better security level compared to 

the existing method SEEM, but Flexi-Cast exhibits increased delay compared to SEEM and proposed algorithm-2. 

 

VII. CONCLUSION 

The proposed study has presented a computationally efficient model that provides lightweight security operations based 

on secure hash function based authentication and lightweight encryption based secure data transmission in the WSN.  The 

proposed security model focuses on the security associations between WSN nodes and the selection of reliable routes for 

secure data transmission. The development of the proposed security model is carried out in such a way that it is not 

associated with greater use of complex security operations, robust and can extend the duration of network services, even 

in the presence of adversaries, thereby providing secure data transmission in the network. In addition, the design of the 

proposed security model is best suited for homogeneous and heterogeneous sensor networks, which will be robust to any 

attacking scenario. 
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