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ABSTRACT

Cybercriminals, terrorists, and state-sponsored spies use the Dark Web, which is notoriously difficult to track, to further
their illegal goals. There is no difference between traditional crimes and cybercrimes committed on the Dark Web. Dark
Web services pose important difficulties tracing criminals because of their scale, uncertain environment, and anonymity.
An essential first step in finding answers to cybercrimes is assessing the dangers of the Dark Web. According to the
report, more thorough investigations are needed to uncover criminals operating on the Dark Web's crypto exchanges and
discussion forums. Forensic investigations rely heavily on analysis. The anonymity of the dark Web services can be a
tool in the fight against crime, but only if digital evidence is processed to keep up with law enforcement's efforts to
apprehend criminals and shut down illegal sites on the Dark Web.
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LINTRODUCTION

A component of the deep web, the Darkweb (also spelled "Darknet") stands for the seedier, more retrograde half of the
Internet. Notable features of the Darkweb include its evasion of legal search and listing platforms, the need for
passwords to access them when available, and the concealment of user identities, IP addresses, network activity, and
shared data [1]. Although Darkweb was first created for military communication and to promote free expression, it has
given its enemies the tools they need to carry out horrific acts in disguise. All of these things undermine the safety of
individuals, neighbourhoods, and the planet: extortion, child and human trafficking, illicit narcotics and weapon trade,
and extreme ideology and terrorist promotion. The Darkweb is a communication platform, an online marketplace, a
conduit for anonymous financial transactions, a repository for dangerous information, and a front for online crime,
according to the authors [2]. Why was it so easy for Darkweb to make all of this possible? Bitcoin, a cryptocurrency, and
the Tor network, also known as Onion routers, were two innovative technologies that met users' needs for anonymous
financial transactions. Publications on studies and advances on the Darkweb's usage and abuse started in 2010. The
Darkweb study aims to battle the range of issues and evolve cyber threat intelligence simultaneously, even though the
Darkweb is mostly recognized for fueling crime-as-a-service. Some research [3] addresses the complexity of policy
rules surrounding Darkweb. It is very difficult, if possible, to enforce restrictions or block access to Darkweb bridges or
relays because of the lengthy and complicated processes. However, the majority of studies have concentrated on creating
methods and tools for identifying cyber threat intelligence [1] and criminal and terrorist provocative behaviours [4] that
glean useful information from a variety of sources on the surface and the dark web. To address fundamental questions
like "what," "when," "which," and "how" about crime facilitators, researchers began by scribbling and analyzing
Darkweb markets, as seen in the exploratory data analysis [5]. There have also been efforts to create an automated
operating system that could identify and inform about new Darkweb malware or vulnerabilities using a combination of
machine learning and artificial intelligence, with an accuracy level of more than 80% [6].

ILLITERATURE REVIEW
Cryptocurrencies have been all the rage in the last ten years. “Using data from the Web of Science and Scopus
databases, researchers [7] conducted a bibliometric examination of the scientific output of cryptocurrencies, particularly
Bitcoin and Ethereum.” Tableau, R, and VOSviewer tools were used for this purpose. According to their findings, the
number of publications has increased by 100% annually over the last three years. Their examination of how blockchain
technology has developed in different cryptocurrencies is very intriguing. Among 464 studies [8] examining the use of
cryptocurrencies in management and business, four distinct lines of inquiry emerged: cryptocurrency returns, efficiency,
portfolio diversification, and regulation. The writers also hint at future research agendas in cryptocurrency. The
significance of this research in light of recent developments in underground cryptocurrency marketplaces (Darknets) is
underscored by the pivotal role of virtual currencies. “Using data obtained from relevant websites accessible using The
Onion Router (Tor), which permits anonymous and encrypted communication, the research of these patterns [9] focuses
on the numerous digital items offered in these dark marketplaces.” The information came from one of the most active
cryptocurrency marketplaces and was gathered over months. Additionally, Dream Market depicted the price fluctuations
and short-term trends of malware items on underground cryptocurrency marketplaces. “Following the research's
discussion of the amount of daily anonymous users of the Darkweb (using Tor) in Kosovo and across the globe, the gso
of the Darknet has grown in popularity [10].” The study included an overview of the Influence of the dark web in many
areas of society. We discuss anonymity and get results from the Darkweb search engines Ahmia and Onion City. The
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article uses IP addresses and country codes to determine how many people use anonymous Darkweb networks and
displays that figure. The anonymity provided by services like Tor makes the Darkweb an ideal environment for criminal
activity, including but not limited to pornography, drug trade, terrorism, and weapon trade. The authors investigated
crimes, repercussions, and tactics in a comprehensive literature study of 65 publications from top databases [11]. They
aimed to help cybersecurity researchers and experts spot and combat new dark web crime risks. The report concluded
that further investigation into criminals and cryptocurrency marketplaces is necessary. Forensic investigations rely
heavily on dark web forums because of their anonymity, which may be utilized to identify perpetrators. Law
enforcement agencies can apprehend offenders and take down illegal dark websites because of the work put into
evaluating and processing digital evidence. The literature on dark web research about terrorism was critically reviewed
[12]. According to the findings, very little research has been conducted on this subject. “They suggest scanning the
Darkweb for signs of terrorist activity and, more crucially, using sophisticated A.l., image processing, and natural
language processing, among other methods.” There is a list of systematic literature reviews (SLRs) for researching and
identifying illicit activity on the dark web that pertains to the worldwide drug market in a follow-up study [13]. Drug
trafficking and other dark web crime episodes, including illicit internet commerce, coordinated criminal events, and
possible unlawful marketplaces, need further primary research, according to the study. “Another study [14] examined
the pattern of anonymous communication research from 2000 to 2022 using the bibliometric approach and the Citespace
tool to examine partnerships among authors, institutions, and journals.” They identified keywords like "Darkweb" and
"privacy protection" as having the potential to greatly impact future studies. According to the report, publications on the
subject have also grown quickly. “Despite the abundance of evidence showing that Darkweb services are widely used
for illicit purposes, researchers in criminology and penology recently conducted a comprehensive literature review and
bibliometric analysis of 49 articles [15].” Insights into the development of Darknet-related crimes, such as the role of
prolific writers, the contributions of the Global South, and the need of regional publishing parity, are provided by their
research. Also included are six suggestions for future studies in this area, some of which include police measures. For
those working in the fields of mental health and addiction, an interesting paper summarises what is currently known
about prodrug actions on the deep web [16]. Using Google and DuckDuckGo, we performed a non-participant
ethnographic qualitative research of surface online pages that promote drugs. Information on using search engines,
cryptocurrency, the Darknet, and other online drug-selling sites was among the four main topics covered over fourteen
categories. This study provides a comprehensive overview of the deep web and online drug markets for addiction
experts. Although it is not as widespread as open commerce on the surface web, the Darkweb does facilitate the illicit
trafficking of animals in addition to narcotics. “An example of illicit wildlife trafficking involving the sale and
discussion of a cactus species known for its hallucinogenic qualities was discovered in one such research [17].” The
piece delves into illicit wildlife trading and how enforcement has failed to curb it, urging readers to take action.

IIL.CRIMINAL ACTIVITY THREATS IN THE DARK WEB

A. Human Trafficking and Sex Trafficking

Forums, chat services, and the anonymity of the Deep Web have greatly contributed to the rise of human and sex
trafficking, which constitute a significant portion of the criminal population [18]. One of the most pressing issues
concerning human rights is trafficking in humans. “The U.N. Office on Drugs and Crime estimates that 2.5 million
people around the globe are ensnared in modern-day slavery [19], The victims are enslaved and used as sex workers,
child soldiers, domestic servants, industrial employees, and in other commercial occupations.” People who engage in
human trafficking and sex trafficking often negotiate and enter into contracts in order to attract victims. The government
and anti-human trafficking groups utilize detection, censorship, and monitoring systems, but trafficking networks are
dynamic so that they may evade these measures [20]. Detecting human trafficking in the hidden nature field is no easy
task. “Nearly 40 million people were victims of modern slavery in 2017, according to the International Labor
Organization (ILO).” Of this total, 24.9 million were enslaved to work as labourers and 15.4 million were married
against their will in 2016. This works out to 5.4% of the global population that has been a victim of modern slavery. “It
is very concerning that one out of every four victims is a modern-day enslaved person. Of the (24.9) million people who
were enslaved, around 16 million were forced to work in agricultural, construction, or domestic work; about (4.8)
million were forced into sexual slavery, and the other 4 million were forced into labour. Nearly all women(99%) and
nearly all girls (58%) are victims of sexual exploitation in some form or another [21].” Human trafficking has far-
reaching consequences, as shown in a 2014 study detailing the over 21,000 calls received by a federally-funded hotline
for victims of human trafficking. From 2013 to 2014, the number of trafficking convictions obtained by the Department
of Justice increased from 174 to 184. Of the total number of instances, 157 included victims of sex trafficking and 27
concerned victims of labour trafficking [22]. Many young girls from other nations fall prey to human trafficking, which
involves deceit, manipulation, and, in extreme cases, kidnapping and forced prostitution [23].

B. Pornography Industry

Women who have been victims of human or sex trafficking are the most common victims of the pornographic business

[24]. “Following the signing of an agreement between a man and a female, traffickers use threats of murder to coerce

victims into participating in pornographic productions.” Without the victims' knowledge or permission, sex traffickers
613
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film explicit videos and sell them to pornographic websites. Recordings and photographs are also made public on the
websites of traffickers [25]. “The Dark Web is home to several pornographic websites.” Like human and sex traffickers,
those involved in the pornography business hide their identities as they recruit or abduct victims using the Dark Web,
social media, and online forums [23]. Images and videos of prostitution shared online depict new kinds of illegal
behaviour and graphic violence [26]. “The widespread use of social media has also led to an increase in the
sophistication of prostitution.” It is very difficult to conduct efficient investigations into prostitution because of the need
to interview victims and witnesses and keep track of their activities [27].

C. Assassins and Marketing

Criminals offer their assassin talents for sale on the Dark Web. Criminals might be hired for $10,000 in the U.S. and
$12,000 in Europe using the websites C'thuthlu, White Wolves, and MailOnline [28]. The range of salaries for high-
ranking politicians to police officers is 40 thousand to 15 million [29]. Since the Deep Web includes hundreds of
connections to clandestine onion sites, Hidden Wiki and Deep search engines are the most frequent means to explore it
[30]. “Under Commercial Services, the researchers compiled a list of thirteen separate illegal onion sites.” Three of the
most sought-after locations were the Silk Road, Sheep Market, and Black Market Reloaded forums [31]. “Between 2011
and 2013, the Silk Road was the most heavily policed Deep Web marketplace for narcotics and political discourse
among people who shared a commitment to liberty, free enterprise, and little government intervention.” There was a
tremendous influence when the original Silk Road website was up, which was less than three years old. Users of Silk
Road believed they could communicate completely anonymously because it was run as a Tor hidden service. In addition,
bitcoin transactions were the sole way to make purchases on Silk Road [32]. Regarding Tor hidden-services trading,
Bitcoin is by far the most popular currency. Cryptographic transactions can be tracked but not readily deanonymized
[33].

The rise and fall of Silk Road was precipitated on October 1, 2013, when the marketplace was taken over, and its
creator, Ross Ulbricht, was apprehended by the FBI, the IRS, and the DEA. Separate allegations accused him of
covering up the attempted killings of two business partners he felt had betrayed him. “The Justice Department
confiscated Bitcoins and shut down the Silk Road website, which had an estimated worth of ($3.6) million [34].”

D. Drug Transactions

There are typically two distinct kinds of drug marketplaces on the Deep Web. Specific drug markets, such as those for
heroin, fall under this category. This kind is quite popular because of the vendor-customer interaction and the specialist
knowledge of the products. The second category of drug markets consists of general merchandise stores where
customers may purchase guns, pornographic material, stolen jewels, illegal smokes, and even credit cards. The most
prevalent commodities are narcotics, which comprise drug hardware and chemicals used to manufacture drugs [35].
Because of the anonymity it provides, the Deep Web has become a digital black market for drugs, and the number of
drug transactions conducted there has increased dramatically. Illicit dealers purchase and sell narcotics on the Dark Web
since there is no need for face-to-face contact in this industry. “The dark web marketplace Silk Road was one example
that sold narcotics for over a billion dollars and used DHL or drop shipping to send them [36].”

In the wake of Silk Road's October 2013 shutdown, a number of other Dark Web cryptocurrency marketplaces emerged
[37]. According to research conducted from a Swiss perspective, Evolution, a prominent cryptocurrency market that
operated from 2014 to 2015, had over 48,000 listings and around 2,700 dealers offering to ship illegal drug goods from
70 different countries. “Three vendors in Switzerland were discovered and identified.” Digital information, including
shipment nation, medicine kind, and so on, was the target of the acquisitions. While digital information such as
concealing techniques and delivery nation were correct, the quality of the illegal substances was discovered to deviate
from what was reported [38].

Mr. Nice Guy was another area on the Dark Web where people could buy and sell narcotics, both legal and illicit,
including marijuana and cocaine. The site's security is adequate, and the registration is more protected than on a regular
site [39].

E. Child Abuse

Many apps that disguise users' identities, such as Omegle and Ask. Children use Fm for social media and
communication [40]. In order to engage with youngsters, pedophiles make use of these apps. Pedophiles and associated
criminals use the Dark Web extensively to share photographs and pons featuring children. Hosting children's
pornography was made possible by Freedom Hosting's network of 550 servers spread throughout Europe [41].

The FBI apprehended hundreds of pedophiles from the United States and other countries as part of Operation Pacifier.
The investigation included 2,000 users, 23,000 sexually graphic photos, and 9, 000 video files [42]. The tragic death of
Amanda Todd, a 15-year-old girl from Canada, spotlighted the issue of internet child exploitation on a worldwide scale.
A few weeks before her death, she uploaded a video on YouTube in which she detailed her 2012 trauma, using flash
cards to describe being physically attacked, tormented, and pressured into showing her breasts via webcam [43]. An
increasing number of cases of online child sexual abuse include webcam child prostitution, in which the victim just sells
live sexual photos using Voice-over-IP (VoIP) programs. It is possible to capture and sell real-time footage of child
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abuse using the video streaming function of VoIP programs [44]. As much as 95% of the child porn on the TOR network
was found to be hosted by the freedom hosting firm in 2011. After thousands of subscribers and 100 child porn sites, the
site was taken down in 2013 [45]. In 2017, the same group of hackers who had previously compromised Freedom
Hosting discovered Freedom Hosting II. Over half of the material on Freedom Hosting, according to the hackers, was
child pornographic, and they were able to identify the sites' users thanks to the spilled data [46]. “South Korean 23 -year-
old Jong Woo Son launched the biggest child sexual exploitation website, Welcome to Video, in 2015.” The operator
was indicted in 2018, and the facility's location was determined. Law enforcement officials took three hundred and
thirty-seven users from eleven different nations and twenty-three U.S. states into custody. Participants on the site were
able to rescue 23 mistreated children from the US, Spain, and the U.K. as a direct consequence of this [47].

F. Terrorism

There is a grave risk to national security posed by terrorist groups and acts of terrorism on the Deep Web. “The Dark
Web has been used by terrorist groups like al-Qaeda/ISIS and ISIL ISIS to promote propaganda and achieve their evil
goals [48].” The Dark Web is a tool that the Islamic State in Iraq and Syria (ISIS) used to communicate information
across command structures, seek donations to further their cause, and more. An editor for Defense One's technology
section has claimed that there is evidence to suggest that ISIS or parties affiliated with it are using the Dark Web for
reasons other than spreading propaganda and promoting their agenda. Services offered on the Dark Web are paid for by
ISIS using Bitcoins. U.S. military officials are keeping tabs on ISIS using Dark Web monitoring, but so far, they have
not been able to do so without violating people's right to privacy [49].

As a tool of terrorism, ISIS broadcasts and records the execution of condemned inmates over the Dark Web. They
broadcast themselves on the Dark Web, posting videos of their inhumane antics. They also use the Dark Web to recruit
warriors all across the globe [50]. In order to prevent hackers from gaining access to sensitive information, ISIS resorted
to the Dark Net. “Using Dark Web sites and other online channels, they disseminated news and misinformation after the
2015 November attacks in Paris.” Al-Hayat Media Center, an ISIS-affiliated news source, explained how to access their
new Dark Web site and released a link to it on an ISIS-related forum. Using a TOR browser connection, the message
was transmitted using Telegram, an encrypted messaging app utilized by ISIS for Windows and smartphones. Too
confident, the Telegram creators offered a monetary incentive to whomever could crack the encryption and decrypt the
app [51]. ISIS uses an encrypted public forum to coordinate operations and discuss command and control. They have
been able to use tiny drones to gather real-time data for propaganda purposes and use applications like Skype and
WhatsApp to transmit messages across the battlefield. ISIS recruits new members by disseminating its ideology and
instructions on how to make weapons for terrorist acts in well-produced web periodicals [52]. Several studies have
identified five distinct types of online terrorist actions. Propaganda, training and recruiting, communications, funding,
and targeting are all part of it [53].

IV. TECHNIQUES TO LOCATE CRIMINALS ON THE DARK WEB

Crimes committed on the Dark Web are not dissimilar to those committed in the real world, with the main difference
being the difficulty for law authorities to trace virtual crimes perpetrated on the Dark Web. “Some forensic analysts may
have difficulties in investigating criminal activities due to the anonymity offered by Dark Web sites, Because of this,
forensic investigations into criminal acts are being impeded.” The Dark Web has been the site of much research on illicit
activity detection.

A. Law Enforcement

The technological know-how of larger law enforcement organizations makes it impossible for them to combat the
growing sophistication of cybercrime. Criminal, civil, and regulatory laws all have a say in what happens when
criminals engage in illicit activities on the Dark Web. Crimes committed at the federal, state, or regional levels are the
purview of criminal law. Potential punishments include anything from a single life sentence to the death penalty. The
death penalty is a possibility, albeit it depends on the state where the crime took place. A party that has been fined or
ordered to do community service as a condition of their sentence falls within the purview of civil law. The power to levy
fines as a form of punishment lies with the relevant regulatory body within a given jurisdiction. Any person or
organization that violates regulations may have their commercial operations halted by the relevant regulatory bodies
[54].

B. Social Media

It is possible to find illegal activities occurring on the Dark Web by combining social media with the Deep Web. Social
media platforms like Facebook, YouTube, and Twitter are used to identify suspects [55]. According to RSA,
cybercriminals discuss and sell credit card numbers, other data, and stolen personal information using social media
platforms like Facebook, Instagram, WhatsApp, Telegram, and Snapchat.

Social networking platforms make it easy to share and disseminate everything, including malware, which is why hackers
frequently utilize them. In addition to sharing buttons and plug-ins, these platforms also use advertisements to trick
people more than other websites. Furthermore, the fact that hundreds to thousands of users are connected on these
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platforms makes it easier for cybercriminals to spread malware over a wider audience [56]. A criminology expert from
the University of Surrey in the United Kingdom carried out a six-month global study on cybercrime on social media last
year. The results of the investigation showed that by misusing popular social networks, fraudsters earn almost $3.25
billion annually [57].

Social media is positively assisting law enforcement in locating leads that result in the solving of crimes. Tips can be
obtained from the large user base on social media sites in addition to local crime observations [58]. One of the police's
successful use of social media to track down suspects has been the arrest of Raderius Glenn Collins, a burglar from
Florida who boasted about a $500,000 jewellery heist in a seven-minute Facebook video that received three thousand
views. Another was the 33-year-old Derek Medina's life sentence for killing his wife in the second degree. “The
murderer posted a description of his wife's murder on Facebook along with a picture of her corpse; Maxwell, 71 people
were taken into custody in Cincinnati following a nine-month operation that utilized social media to identify significant
gang members.” Among them was Marion Morton, who was accused of first-degree murder after sharing a Snapchat
photo of a student who had been shot in the face [59]. “The University of Cincinnati's Institute of Crime Science helped
the police capture the gang by fusing information from reports and official records with data from social media [59].”
According to LexisNexis, almost 80% of police departments use social media as a tool for investigations. LexisNexis
provided guidelines on the use of social media in investigations in 2012 and 2014.

V. CONCLUSION

More precisely, this SLR thoroughly explains the threats presented by the Dark Web, the technological and forensic
challenges brought about by the network architecture's anonymity, and the methods, tools, algorithms, and techniques
employed to locate and capture criminals using the Dark Web. The methods criminals use to evade capture are growing
more sophisticated as they operate on the Dark Web. As a result, challenges become more intense. “Crossing
international boundaries are one of the hardest things for law enforcement and security agencies.” Because of the
vastness of the hidden web, more effective ways to lower its related hazards are needed. Tracking the black market and
any transactions that occur there is essential to apprehend the offenders using state-of-the-art methods. Since the Dark
Web is layered, fractured, and unindexed, it is more challenging to identify criminal activity. The Dark Web ecosystem
is notoriously unpredictable due to the regular birth and disappearance of old and new sites. To overcome these
problems, forensic law enforcement must gather robust digital evidence.
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